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COURSE PLAN

	Name of the Faculty
	

	Designation/Department
	ASSISTANT PROFESSOR/ECE

	Course Code/Name
	U23ECT44/ NETWORKS AND SECURITY

	Year/Section/Department
	II/B/ECE

	Credits Details
	L: 3
	T: 0
	P: 0
	C: 3

	Total Contact Hours Required
	45


Syllabus:
	UNIT I/ NETWORK MODELS AND DATALINK LAYER
	No. Of Periods:  09

	Overview of Networks– Network Models – OSI, TCP/IP, Addressing – Introduction to Data link Layer – Error Detection and Correction – Ethernet(802.3)- Wireless LAN – IEEE 802.11,Bluetooth– Flow and Error Control Protocols–HDLC-PPP.

	UNIT II/ NETWORK LAYER PROTOCOLS
	No. Of Periods: 09

	Network Layer – IPv4 Addressing – Network Layer Protocols(IP,ICMP) Unicast and Multicast Routing – Intradomain and Interdomain Routing Protocols – IPv6 Addresses – IPv6 –Datagram Format -Transition from IPv4 toIPv6.

	UNIT III/ TRANSPORT AND APPLICATION LAYERS
	No. Of Periods: 09

	Transport Layer Protocols – UDP and TCP Connection and State Transition Diagram – CongestionControl and Avoidance(DEC bit, RED) -Application Layer Paradigms – Client – ServerProgramming–DomainNameSystem–WorldWideWeb,HTTP, Electronic mail.

	UNIT IV/ HARDWARE ACCELERATES & NETWORKS
	No. Of Periods: 09

	OSI Security Architecture – Attacks – Security Services and Mechanisms – Encryption –Advanced Encryption Standard–Public Key Crypto systems–RSA Algorithm–Hash Functions– Secure Hash Algorithm–Digital Signature Algorithm.

	UNIT V/ HARDWARE SECURITY
	No. Of Periods: 09

	Introduction to hardware security, Hardware Trojans, Side – Channel Attacks – Physical Attacks and Countermeasures – Design for Security. Introduction to Blockchain Technology.



Objective:

	· To learn the Network Models and data link layer functions.

	· To understand routing in the Network Layer.

	· To explore methods of communication and congestion control by the Transport Layer.

	· To study the Network Security Mechanisms.

	· To learn various hardware security attacks and their countermeasures.


Text Book: 

	T1: Behrouz.A.Forouzan,“Data Communication and Networking”,Fifth Edition,TMH,2017.
T2: William Stallings,“Cryptography and Network Security”,Seventh Edition,Pearson Education,2017


Supplementary Book:

	T1: Dr.K.Muralibabu, “Networks and security” Second edition, 2024


Website:

	W1:https://www.udemy.com/courses/it-and-software/network-and-security/?srsltid=AfmBOoqcgZlkbV5CdWkml053rJSJdH_-7ViPmE4Fa0TEHPp-nxRNU13G



Online Mode of Study:

	W1:https://www.google.com/url?q=https://onlinecourses.nptel.ac.in/noc25_ee54/preview&sa=D&source=editors&ust=1734421642858480&usg=AOvVaw1HrwMD4dOQv2-Y8JuE5Y0x
W2: https://www.coursera.org/courses?query=network%20security



Course Plan:

	Topic Number
	Topic
	Reference Detail
	Page Number
	Mode of teaching
	Number of Periods Required
	Cumulative Period

	UNIT I - NETWORK MODELS AND DATALINK LAYER

	1
	Overview of Networks
	SB 1
	1.1-1.16
	Black Board
	01
	01

	2
	Network Models – OSI
	Text Book 1
	29-33
	Black Board
	01
	02

	3
	TCP/IP, Addressing
	Text Book 1
	42-50
	Black Board
	01
	03

	4
	Introduction to Data link Layer
	Text Book 1
	34-36
	Black Board
	01
	04

	5
	Error Detection and Correction 
	SB 1
	3.11-3.13
	Black Board
	01
	05

	6
	Ethernet(802.3)
	SB 1
	4.1-4.11
	Black Board
	01
	06

	7
	Wireless LAN, IEEE 802.11
	Text Book 1
	421-432
	Black Board
	01
	07

	8
	Bluetooth
	Text Book 1
	434-441
	Black Board
	01
	08

	9
	Flow and Error Control Protocols
	SB 1
	5.1-5.11
	Black Board
	01
	09

	Outcome of Unit I:

CO1: Explain the Network Models,layers and functions.

	UNIT II - NETWORK LAYER PROTOCOLS

	10
	Introduction to Network Layer 
	SB 1
	6.1-6.3
	Black Board
	01
	10

	11
	IPv4 Addressing
	Text Book 1
	582-594
	Black Board
	01
	11

	12
	Network Layer Protocols- IP, ICMP
	SB 1
	7.1-7.5,

 621-627
	Black Board
	01
	12

	13
	Unicast  Routing
	Text Book 1
	658-674
	Black Board
	01
	13

	14
	Multicast Routing
	Text Book 1
	678-684
	Black Board
	01
	14

	15
	Intra and Inter domain Routing Protocols
	SB 1
	9.9, 9.20
	Black Board
	01
	15

	16
	IPv6 Addresses 
	Text Book 1
	556
	Black Board
	01
	16

	17
	IPv6 –Datagram Format
	Text Book 1
	596-602
	Black Board
	01
	17

	18
	Transition from IPv4 to IPv6.
	Text Book 1
	603-605
	Black Board
	01
	18

	Outcome  of Unit II:

CO2: Categorize and classify the routing protocols.

	UNIT III - TRANSPORT AND APPLICATION LAYERS

	19
	Transport Layer Protocols – UDP 
	Text Book 1
	709-715
	Black Board
	01
	19

	20
	TCP Connection
	Text Book 1
	715-735
	Black Board
	01
	20

	21
	State Transition Diagram
	SB 1
	11.23-11.24
	Black Board
	01
	21

	22
	Congestion Control and Avoidance(DEC bit)
	Text Book 1
	763-767
	Black Board
	01
	22

	23
	Congestion Control and Avoidance (RED)
	Text Book 1
	763-767
	Black Board
	01
	23

	24
	Application Layer Paradigms, Client – Server Programming
	SB 1
	13.1-13.9
	Black Board
	01
	24

	25
	Domain Name System
	Text Book 1
	799-801
	Black Board
	01
	25

	26
	World Wide Web, HTTP
	Text Book 1
	851-868
	Black Board
	01
	26

	27
	Electronic mail
	Text Book 1
	824-839
	Black Board
	01
	27

	Outcome  of Unit III:

CO3: List the functions of the transport and application layer.

	UNIT IV - HARDWARE ACCELERATES & NETWORKS

	28
	OSI Security Architecture 
	Text Book 2
	26
	Black Board
	01
	28

	29
	Attacks
	Text Book 2
	27
	Black Board
	01
	29

	30
	Security Services and Mechanisms
	Text Book 2
	29-32
	Black Board
	01
	30

	31
	Encryption, Advanced Encryption Standard
	Text Book 2
	174-197
	Black Board
	01
	31

	32
	Public Key Cryptosystems
	Text Book 2
	285
	Black Board
	01
	32

	33
	RSA Algorithm
	Text Book 2
	294
	Black Board
	01
	33

	34
	Hash Functions
	Text Book 2
	346-354
	Black Board
	01
	34

	35
	Secure Hash Algorithm
	Text Book 2
	355-364
	Black Board
	01
	35

	36
	Digital Signature Algorithm
	Text Book 2
	421-426
	Black Board
	01
	36

	Outcome  of Unit IV:

CO4: Evaluate and choose the network security mechanisms.

	UNIT V - HARDWARE SECURITY

	37
	Introduction 
	SB 1
	16.1
	Black Board
	01
	37

	38
	Hardware security
	SB 1
	16.2-16.8
	Black Board
	01
	38

	39
	Hardware Trojans
	SB 1
	16.9-16.11
	Black Board
	01
	39

	40
	Side – Channel Attacks
	SB 1
	16.15-16.22
	Black Board
	01
	40

	41
	Side – Channel Attacks
	SB 1
	16.15-16.22
	Black Board
	01
	41

	42
	Physical Attacks and Counter measures
	SB 1
	16.25-16.28
	Black Board
	01
	42

	43
	Physical Attacks and Counter measures
	SB 1
	16.25-16.28
	Black Board
	01
	43

	44
	Design for Security
	SB 1
	16.30-16.32
	Black Board
	01
	44

	45
	Introduction to Block chain Technology.
	SB 1
	16.33-16.36
	Black Board
	01
	45

	Outcome  of Unit V: 

CO5: Explain the various algorithms.


Course Outcome:

	At the end of course: Students should be able to do:

CO1:  Explain the Network Models,layers and functions.

CO2:  Categorize and classify the routing protocols.
   CO3:   List the functions of the transport and application layer.
CO4:  Evaluate and choose the network security mechanisms.
CO5: Explain the various algorithms.
CO6: Understand security Protocols for protecting data on networks


Course Outcome Vs Program Outcome Mapping:

	COs
	PO1
	PO2
	PO3
	PO4
	PO5
	PO6
	PO7
	PO8
	PO9
	PO10
	PO11
	PO12
	PSO1
	PSO2

	CO1
	1
	2
	3
	3
	3
	3
	2
	1
	1
	1
	3
	2
	2
	2

	CO2
	-
	3
	3
	4
	-
	2
	-
	-
	-
	-
	2
	-
	-
	3

	CO3
	-
	-
	-
	3
	3
	2
	-
	-
	2
	1
	3
	2
	2
	2

	CO4
	2
	2
	3
	3
	3
	3
	2
	-
	2
	-
	2
	-
	3
	3

	CO5
	1
	-
	2
	3
	3
	-
	-
	-
	-
	-
	2
	-
	1
	-

	CO6
	1
	1
	-
	2
	2
	-
	-
	-
	-
	-
	2
	2
	-
	-

	AVG
	0.8
	1.3
	2.2
	3
	2.3
	2
	0.8
	0.2
	1
	0.4
	2.4
	1
	1.6
	2


Content beyond Syllabus:

	· DES

· Web security considerations

· Secure Socket Layer and Transport Layer Security


Internal Evaluation Components:

	Webportal
	Assignment
	Components
	Topic Number with Topic / Unit Details
	Relevance to CO

	Webportal 1
	--
	Assessment – I (60)
	Unit I and II
	CO 1 & CO2

	
	1
	Assignment – Handwritten (20)
	Error Detection and Correction 

IEEE 802.11
	CO 1 & CO2

	
	2
	Assignment – Poster Presentation /  PPT (20)
	IPv6 –Datagram Format and addressing

Multicast routing protocols
	CO 1 & CO2

	Webportal 2
	--
	Assessment – II (60)
	Unit III and IV
	CO3 & CO4

	
	3
	 Seminar (20)
	TCP,HTTP

RSA Algorithm
	CO 3 & CO4

	
	4
	Case Study Report (20)                        
	Physical Attack       Physical attacks and Counter measures
	CO 5

	Webportal 3
	--
	Model Exam (75)
	Unit I to V
	CO1 to CO6

	
	5
	MCQ (15)
	Unit I to V
	CO1 to CO6

	
	-
	Course Attendance (10)
	--
	--


Submission Details:

	Phase 1(Before AT 1)
	Phase 2 (Before AT 2)
	Phase 3 (Model)

	Assignment 1
	Assignment 2
	Assignment 3
	Assignment 4
	Assignment 5

	
	
	
	
	


Google Class Code Details: gf7nyqe
Class Name:  II ECE
PLAN OF ASSESSMENT TEST –DISTRIBUTION OF MARKS:

	TEST
	CO- MARK WISE  DISTRIBUTION
	BLOOM’S LEVEL MARK WISE DISTRIBUTION

	AT-1
	CO1
	CO2
	CO3
	CO4
	CO5
	CO6
	BTL1
	BTL2
	BTL3
	BTL4
	BTL5
	BTL6

	
	
	
	
	
	
	
	
	
	
	
	
	

	AT-2
	CO1
	CO2
	CO3
	CO4
	CO5
	CO6
	BTL1
	BTL2
	BTL3
	BTL4
	BTL5
	BTL6

	
	
	
	
	
	
	
	
	
	
	
	
	

	MODEL
	CO1
	CO2
	CO3
	CO4
	CO5
	CO6
	BTL1
	BTL2
	BTL3
	BTL4
	BTL5
	BTL6
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