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COURSE PLAN
	Name of the Faculty
	

	Designation/Department
	ASSISTANT PROFESSOR/ECE

	Course Code/Name
	U23ECV83 / 4G / 5G COMMUNICATION NETWORKS

	Year/Section/Department
	III/B/ECE

	Credits Details
	L: 3
	T:0 
	P:0 
	C: 3

	Total Contact Hours Required
	45


Syllabus:
	UNIT I/ EVOLUTION OF WIRELESS NETWORKS
	No. Of Periods: 9

	Networks evolution: 2G, 3G, 4G, evolution of radio access networks, need for 5G.   4G   versus   5G,   Next   Generation   core (NG-core),   visualized   Evolved Packet core (vEPC).

	UNIT II/ 5G CONCEPTS AND CHALLENGES
	No. Of Periods: 9

	Fundamentals of 5G technologies, overview of 5G core network architecture, 5G new radio and cloud technologies, Radio Access Technologies (RATs), EPC for 5G.

	UNIT III/ NETWORK ARCHITECTURE AND THE PROCESSES
	No. Of Periods: 9

	5G architecture and core, network slicing, multi access edge computing(MEC)visualization of 5G components, end-to-end system architecture, service continuity, relation to EPC, and edge computing. 5G protocols: 5G NAS, NGAP, GTP-U, IPSec and GRE.

	UNIT IV/ DYNAMIC SPECTRUM MANAGEMENT AND MM WAVES
	No. Of Periods: 9

	Mobility management, Command and control, spectrum sharing and spectrum trading, cognitive radio based on 5G, millimeter waves.

	UNIT V/ SECURITY IN 5G NETWORKS
	No. Of Periods: 9

	Security features in 5G networks, network domain security, user domain security, flow based QoS framework, mitigating the threats in 5G.


Objective:

	The main learning objective of this course is to prepare the students for: 

· To learn the evolution of wireless networks.  
· To get acquainted with the fundamentals of 5G networks.
·  To study the processes associated with 5G architecture. 
· To study spectrum sharing and spectrum trading.
·  To learn the security features in 5G networks.


Text Book: 
	T1: 5G Core networks: Powering Digitalization, Stephen Rommer, Academic Press,2019 

T2: An Introduction to 5G Wireless Networks : Technology, Concepts and Use cases, Saro Velrajan, First Edition, 2020.


Reference Book: 

	R1: 5G Simplified: ABCs of Advanced Mobile Communications Jyrki. T.J.Penttinen ,Copyrighted Material. 
R2: 5G system Design: An end to end Perspective , Wan Lee Anthony, Springer Publications, 2019.


Website:
	1. https://www.3g4g.co.uk/Training/
2. https://www.3glteinfo.com
3. https://www.telecomgurukul.com


Online Mode of Study:

	1. https://onlinecourses.nptel.ac.in/noc25_ee172/preview
2. https://www.coursera.org
3. https://www.edx.org/learn/5g


Course Plan:

	Topic Number
	Topic
	Reference Detail
	Page Number
	Mode of teaching
	Number of Periods Required
	Cumulative Period

	UNIT I - EVOLUTION OF WIRELESS NETWORKS  (9)

	1
	Networks evolution: 2G
	T2,R1
	12–20
	BB
	1
	1

	2
	Networks evolution: 3G
	T2,R1
	21–30
	BB
	1
	2

	3
	Networks evolution: 4G
	T2, R1
	35–48
	BB
	1
	3

	4
	Evolution of radio access networks
	T2,R1
	49–63
	BB
	1
	4

	5
	Need for 5G
	T1,T2,R1
	70–78
	BB
	1
	5

	6
	4G versus 5G
	T1,T2,R1
	79–94
	BB
	1
	6

	7
	Next Generation core (NG-core)
	T1,T2,R2
	55–70
	BB
	1
	8

	8
	Visualized Evolved Packet core (vEPC)
	T1,T2,R2
	71–84
	BB
	1
	9

	Outcome of Unit I:

CO1: To understand the evolution of wireless networks.

	UNIT II - 5G CONCEPTS AND CHALLENGES  (9)

	9
	Fundamentals of 5G technologies
	T1,T2,R1
	101–110
	BB
	1
	10

	10
	overview of 5G core network
	T1,T2,R1
	111–132
	BB
	2
	12

	11
	5G new radio and cloud technologies
	T1,T2,R2
	88–102
	BB
	2
	14

	12
	Radio Access Technologies  (RATs)
	T1,T2,R2
	105–124
	BB
	2
	16

	13
	EPC for 5G
	T1,T2,R1
	140–160
	BB
	2
	18

	Outcome of Unit II:

CO2: To learn the concepts of 5G networks.

	UNIT III - NETWORK ARCHITECTURE AND THE PROCESSES (9)

	14
	5G architecture and core
	T1,T2,R2
	165–176
	BB
	1
	19

	15
	Network slicing
	T1,T2,R2
	177–190
	BB
	1
	20

	16
	Multi access edge computing (MEC)
	T1,T2,R2
	191–203
	BB
	1
	21

	17
	Visualization of 5G components
	T1,T2,R1
	220–238
	BB
	1
	22

	18
	End-to-end system architecture
	T1,T2,R1
	240–251
	BB
	1
	23

	18
	Service continuity
	T1,T2,R1
	252–262
	BB
	1
	24

	19
	Relation to EPC, and edge computing. 
	T1,T2,R2
	267–278
	BB
	1
	25

	20
	5G protocols: 5G NAS, NGAP, GTP-U, IPSec and GRE.
	T1,T2,R1
	285–315
	BB
	2
	27

	Outcome of Unit III:

CO3: To comprehend the 5G architecture and protocols.

	UNIT IV - DYNAMIC SPECTRUM MANAGEMENT AND MM WAVES (9)

	21
	Mobility management
	T1,T2,R1
	320–336
	BB
	2
	29

	22
	Command and control
	T1,T2,R1
	337–346
	BB
	1
	30

	23
	Spectrum sharing 
	T1,T2,R1
	365–376
	BB 
	1
	31

	24
	Spectrum trading
	T1,T2,R2
	377–389
	BB
	1
	32

	25
	Cognitive radio based on 5G
	T1,T2,R2
	390–412
	BB
	2
	34

	26
	Millimeter waves.
	T1,T2,R1
	420–446
	BB
	2
	36

	Outcome of Unit IV:

CO4: To understand the dynamic spectrum management

	UNIT V - SECURITY IN 5G NETWORKS (9)

	37
	Security features in 5G networks
	T1,T2,R1
	455–470
	BB
	2
	38

	38
	Network domain security
	T1,T2,R1
	471–480
	BB
	1
	39

	39
	User domain security
	T1,T2,R1
	481–497
	BB
	2
	41

	40
	Flow based QoS framework
	T1,T2,R2
	502–518
	BB
	2
	43

	41
	Mitigating the threats in 5G.
	T1,T2,R1
	525–545
	BB
	2
	45

	Outcome of Unit V:

CO5: To learn the security aspects in 5G networks.
CO6: Understand the security architecture and mechanisms in 5G networks.


Course Outcome:

	At the end of course Students should be able to do:

CO1: To understand the evolution of wireless networks.
CO2: To learn the concepts of 5G networks.
CO3: To comprehend the 5G architecture and protocols.
CO4: To understand the dynamic spectrum management.

    CO5: To learn the security aspects in 5G networks.
CO6:  Understand the security architecture and mechanisms in 5G networks.


Course Outcome Vs Program Outcome Mapping:
	COs
	PO1
	PO2
	PO3
	PO4
	PO5
	PO6
	PO7
	PO8
	PO9
	PO10
	PO11
	PO12
	PSO1
	PSO2

	CO1
	3
	3
	1
	2
	1
	–
	–
	–
	–
	–
	–
	1
	1
	2

	CO2
	3
	3
	2
	2
	2
	–
	–
	–
	–
	–
	–
	1
	1
	3

	CO3
	3
	3
	3
	2
	2
	–
	–
	–
	–
	–
	–
	2
	2
	3

	CO4
	3
	3
	2
	3
	2
	–
	–
	–
	–
	–
	–
	3
	2
	3

	CO5
	3
	2
	2
	2
	3
	–
	–
	–
	–
	–
	–
	2
	2
	2

	CO6
	3
	3
	3
	2
	2
	–
	–
	–
	–
	–
	–
	2
	2
	3

	AVG
	3
	2.8
	2.2
	2.2
	2
	–
	–
	–
	–
	–
	–
	1.8
	1.7
	2.7


Content beyond Syllabus:

	· 5G-Compliant waveform generation and testing 
· Modeling of 5G Synchronization signal blocks and bursts 
· Channel modeling in 5G networks


Internal Evaluation Components:

	Webportal
	Assignment
	Components
	Topic Number with Topic / Unit Details
	Relevance to CO

	Webportal 1
	--
	Assessment – I (60)
	Unit I and II
	CO 1 & CO2

	
	1
	Assignment – Handwritten (20)
	6. 4G versus 5G.

7. Next Generation core (NG-core).
	CO1

	
	2
	Assignment – Poster Presentation /  PPT (20)
	11. 5G new radio and cloud technologies.

12. Radio Access Technologies  (RATs)
	CO2

	Webportal 2
	--
	Assessment – II (60)
	Unit III and IV
	CO3 & CO4

	
	3
	 *Seminar (20)
	13.Visualization of 5G components
14. End-to-end system architecture
	CO3

	
	4
	Case Study Report (20)
	25. Cognitive radio based on 5G

26. millimeter waves.
	CO4

	Webportal 3
	--
	Model Exam (75)
	Unit I to V
	CO1 to CO6

	
	5
	MCQ (15)
	Unit I to V
	CO1 to CO6

	
	-
	Course Attendance (10)
	--
	--


Submission Details:

	Phase 1(Before AT 1)
	Phase 2 (Before AT 2)
	Phase 3 (Model)

	Assignment 1
	Assignment 2
	Assignment 3
	Assignment 4
	Assignment 5

	
	
	
	
	


Google Class Code Details:
Class Name: 
PLAN OF ASSESSMENT TEST –DISTRIBUTION OF MARKS:

	TEST
	CO- MARK WISE  DISTRIBUTION
	BLOOM’S LEVEL MARK WISE DISTRIBUTION

	AT-1
	CO1
	CO2
	CO3
	CO4
	CO5
	CO6
	BTL1
	BTL2
	BTL3
	BTL4
	BTL5
	BTL6

	
	
	
	
	
	
	
	
	
	
	
	
	

	AT-2
	CO1
	CO2
	CO3
	CO4
	CO5
	CO6
	BTL1
	BTL2
	BTL3
	BTL4
	BTL5
	BTL6

	
	
	
	
	
	
	
	
	
	
	
	
	

	MODEL
	CO1
	CO2
	CO3
	CO4
	CO5
	CO6
	BTL1
	BTL2
	BTL3
	BTL4
	BTL5
	BTL6
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